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HacTponka RDP-
NoaKItOYEHUS ONa OOCTyna
K BUPTYyanbHOW MalUNHE



1. B ctpoke nmoucka Hanucats “TlonkinroueHue K yiaieHHOMY paboueMy cToy”

2. B otkpsiBiemcs okHe BBecTH B cTpoke Kommbrotep IP agpec: 134.17.94.205, B
ctpoke [lonp3oBarens — Mmst mosib30BaTesNs, MOCTaBUTh TAJIOUYKY BO3JI€ CTPOKU
«Bcerna 3anpaimBarh y4eTHbIE JaHHBIE»

& Noaxntouerve K yaaneHHoMy pabouemy crony == X

b [NoaknoyeHne K yaasieHHOMY
Y pabouemy ctghny

O6ume 3kpaH [lokanbHele pecypcel Baaummopeictene [JononHUTENLHO
MapameTpbl BXOAa

Beeaute uma YyOaneHHOro KoMneTepa.

;)’

MoNb30BaTENAM
KomnbroTep: ’ 134.17.94.205

ONb30BaTenNs: PﬁlomeH\I/lMﬂ none3oBaTens

W NOAKNKYEHUWN HEO6X0AMMO BYAET YKa3aTb yUeTHbIE
OaHHble. YTO6b UCNONb30BATE COXPAHEHHbIE YUETHbIE
OaHHbIE, CHUMUTE CNenyWnin pnaxok.
e []Bcerna 3anpawmnBaTte yueTHbIe AaHHbIE

MapameTpbl NOOKMHYEHWA

CoxpaHeHue Tekywmx napameTpos noaknyghna 8 RDP-dpain
} WNW OTKPLITUE COXPAHEHHOIO NOAKNKYEH

CoxpaHutb CoxpaHuTb Kak... OTKpBITE...

(4 CkpbiTe napaMeTpsi Cnpaeka

3. Haxatp Bknanky «JIokaibHBIE PECYPCHD)
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4. B OTKpBIBIIEMCSI OKHE BBECTH YOEIUTCS, YTO CTOMT rajoyka BO3JIe BKJIQJIKU
MPUHTEPHI, TPU HEOOXOAMMOCTH HaXaTh KHOMIKY «IlompoOHee» u mMpUCOeTUHUTD K
RDP-coequHeHMO Ipyrue 1eBaiChl\IUCKH

B Noaknouerivie k yaanews Dabouemy CTo X & Moakntouerivie k yaanerHoMy pabouemy croay X

nOﬂKJ'II'OLIEHVIe K yaaleHHOMY [ HOJJ,KﬂlOHEHMe K yaal€HHOMY
** pabouemMy cTtony ** pabouemy crtony

INokaneHele ycTpOMCTBa U pecypchbl
O6ume OkpaH IlokanbHble pecypcsl BzaumopeiicTene [1ONOAHUTENLHO

BhiGepuTe yCTPOMCTBE U PeCypChl 3TOM0 KOMMBITEPa, KOTOPLIE Bhl

3BYK yOaneHHoro paéodero ctona XOTWUTE UCMOMb30BaTL BO BpEMA YAaNeHHOro ceaHca.
HacTpouTe napameTpsl 3ByKa yAaNeHHOro paéoyero cTona.
B []Cmapt-kapTsl uan Windows Hello ans 6usHeca
MapameTpeL... Dﬂopnl
= DDMCKM
Knasnatypa [“IWindows (C:)
_ Wcnone3oBaTth coveTaHma knasuw Windows: DRecovery Image (D)
i ToNBKO B NOAHO3KPEHHOM pexume v []CD-amcxosoa (F)
[[]Auckosonsl. koTopble GynyT NoakmoyeHs! nosxe
Mpumep: ALT+TAB # []YcTpoitcTea Buneosaxsata
#[_]Opyrue nonnepxueaermsie PnP-ycTporcTea
INokanbHsle ycTpOMCTBa U pecypcbl

7 BeiGepute ycT @ 1 pecypchbl, KOTOPLIE Bbl XOTUTE
’:g,l't" MCnonb3 BO BPEMA YAANEHHOro ceaHca.
MpuHTEpBI Bydep 06MeHa _
Monpo6Hee...
(4 ) CkpbiTb NapaMeTpel MoakniunTs Cnpaeka

5. Bepnytbcs Bo Bkinanky O6mme. Haxxars kHOnKy « COXpaHUTh Kak» U COXPAHUTh
daiin Ha paboueM crTosie JyIsi OBICTPOTO OCTYIA K COSUHEHUTO

& Moaxntouenue k yaanerHomy pabouemy ctony = X

MNoakntoyeHune K YOaJIEHHOMY
** pabouemy ctrony

O6ume 3kpaH [lokankHuie pecypchl Baaumopeiictene [10nonHWTENLHO
MapameTpsl BXOAG

.& BeeanTe nMA yaaneHHOro KOMMNbTepa.

KomnetoTep: |134.17.94.205 v ‘

Monbz0BaTens: [MTS\!‘\dministrator J

Mpu nooknYeHN He06X0AMMO ByneT yKa3aTb
nNaHHble. YT06kI UCNONb30BaTh COXPaHEHHbIE Y
LOa@HHble, CHUMUTE CNeay Wni naxok.

Bcerna 3anpawmneaTth y4eTHbIE AaHHbIE

MapaMeTpel NOAKNKYEHMA

CoxpaHeHue Tekywmx napameTpoe goaknoueHna 8 RDJ-cpaiin
VN OTKPbITUE COXpaHEHHOro noj

CoxpaHuTe CoxpaHuTk Kak...

(4 CkpbiTb N@apameTpsl MooknounTe Cnpaeka
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6. [lpu mHUIMaTM3aUUKU COEAMHEHUS BhINAAET CIeAyIollee OKHO. B KoTopoe HyKHO
BBECTH MAPOJIb, ISl KAXJA0TO MMOJIb30BATENS B JAHHOM CIIy4ae IS
AnmuHHCTpaTOpAa.

BesonacHoctb Windows G

Beeaute YUYETHbIE AaHHbIE

3TV yueTHble AaHHble ByayT NCNONL30BaTLCA NPU NQAKNHOYEHUM
k 134.17.94.205.

MTS\Administrator

D 3anoMHUTL MeHs
bonbuie BapuaHTOB

OK OTtMmeHa

V¥ kaxaoro nosp3oBaresis Juis goctyna k 1C Ha cepBepe Hy»KHO 3aBECTH U BbIIATh
JaHHbIE y4eTHOU 3anucu. KaxaoMy corpynHuky, padoraromemy ¢ 1C noMumMo y4eTHOU
3amucu B 1C Hy»)KHA, yUeTHAs 3alMCh U Ha caMOM cepBepe (MyJIbTHIO3EpHOE
HCIOJIb30BaHKE CEPBEPA).
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Co3naHrie HOBBIX TIOJIL30BATENICH HA CepBeEpe

1. 3aiiTh Ha cepBep O/ YYETHOM 3anKChio AqMuHUcTpaTopa . Haxars knaBumry
CPEICTBA U BBIOPATH U3 BBINA/IAIOILETO CIIMCKA YIIPaBICHUE KOMIIBIOTEPOM.

&, 134.17.94.205 — MoAKAKUEHHE K YAANEHHOMY PaBOUeMy CTONy.

B Avcnervep cepsepos
©-

B Nanens monuTopuHra

i Bce cepoepn
s
NPAS
CayxBbi neuatn

v .
L ynpapachve Cpeacsa  Bua

[Jucnetyuep cepsepoB * JlokanbHbl cepBef
Remote Desktop Services
System Information

Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE

G Windows PowerShell ISE (x86)

Windows & pexwme ¥ 6e30nacHo

Lucneruep cayxs IIS

Bpanamayap Window YacTHuiik: BKnioueHo

auu Vrmuvarop iSCSI

108 AAMMHMCTPUPOBaHYE  HenasecTHo

Cayxbbl ynaneHHsix pa... > WcTouruky aaHrex ODBC (32-paspsanan sepcvs)

Brntouero

A0k 2%

Daitnossie cryxBei v cn... > VICTounwKY AakHbix ODBC (64-paspaanas Bepcs)

Orxmouero
KoH@Urypauus cucrens:

Pv4-azpec nasHauen DHCP, Moaaepxka IPv6 Ko npoaykra He a|
JlokanbHas nomTKa 6e30NacHoOCT

MoHuTOp pecypcos
OnTimusauns auckos

HHOW CiCTeMbl  Mar

Server

copsl

Ouncrka ancka

60pyAOBAHN 108N1eHHAR NaMATIND3Y)

=) TA3HVPOBILKK 33AaHUA
g e MpocuoTp cobbmuii
Cepeep NoAUTHKN ceTn

Cuctema apxsaun aanieix Windows Server

Ccremmsi MonuTOp

COBbITUA

Bce cobbitusa | Beero: 16: ksl
CryxBei Microsoft Azure

Quasmp pel

ChyxBbi KOMNOHEHTOS
CpecTBo nposepky namath Windows
Llara v epens

Vs cepsepa Koa  Baxmocts Vcrounnk XypHan YnpasAenve KOMNbIOTEPOM

ECS-EBFF 455  Ouwmbke ESENT Mpunoxenve 13.052020 15:28:36 il s licc)

ECS-EBFF 489 Ouwmbka ESENT Mpuaoxenne 13.05.2020 15:28:36
ECS-EBFF 490  Owmbka ESENT Npunoxenne 13.05.2020 15:28:26 v

2. BriOpats JlokanpHbIe IOB30BaTENH U TpynIbl. [IpaBoil KiaBuiei MBIIIN HAXKATh U
BbIOpaTh HOBBI1 nonb3oBaTens. BBecTu MMs ¥ aposib A1l HOBOTO MOJIb30BaTeNsl. DTU
JlaHHbIE TTocye ucnonb3yrores Ajisi RDP-coenunenus ¢ ceppepom

1A Ynpasnerve KoMnbioTepOM = O X
Qaiin  [eiicreve Bug Cnpaexa
e AR oW RE o

.z-anannenuexomnmorepom(noxa Hbl | Yma

Montoe uma Onucarne Jlevicrena

vl (C\ny;eGume TROCPMMN &-Admmmrator Built-in account for administering... Monb3osarenn A
L)
é nnanupouum; mmvnu B cloudbase-init cloudbase-init TR ONTEAEAGE A )
0CcMOTp CoBbITH
02 g #. DefaultAcco... A user account managed by the s...
| OBuyme nanku R
b~ 4 Guest Built-in account for guest access t...
v & NokansHbie nonssopfrenn u rpy
_ Monssosarenu
| Mpynnsi

(S) Npowseoautenshocts

A Lucneruep ycrpoiicre e iz
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v 3 3anomunarowpe yctpoiicrea O6HoeuTs
\ i
r
@9 Cucrema apxueaumn AanHbx Wi KCNIOPTHPOBRTS CAHCOK...
= Ynpasnexue guckamu
£y Cnyx6bl n npunoxenis Bua >

YnopaaoumTh 3HauKm >
BbiposHATh 3HauKu
Cnpaeka




3. CneBa BKJIaJKy rpymibl, BeIOpath Remote Desktop Users

A YnpasneHue KoMnbrOTEDOM — (] X
®Qaitn  [Jeicteme Bua Cnpaexa
e 2@ XE = HE
A Ynpaenenue komnstotepom (nokaneHsl || Yug Onucarnme Aevicrena
v il EMEG%IE NRCEPanve! &% Access Control Assist... Members of this group can remot... Mpynne! -
(5 Mnanvposwmk 33gaHuin - .
gl Fipocmorp coGemed &% Administrators Administrators have comple.te an... JlononHuTenssie geh... b
%] Obuywie nanxw % Backup Operators Backup Operators can override se...
3 &% Certificate Service DC.. Members of this group are allowe... Remote Desktop Users A
v & Noxansrsie nonggbearenn u rpy - ;
= 3 Monssosapdn &% Cryptographic Operat... Members are authorized to perfor... [ononHutenbHbie Agii... P
| Fpynnsi &% Distributed COM Users  Members are allowed to launch, a...
(®) MponseoaurensHocrs &% Event Log Readers Members of this group can read e...
A Nucneruep ycrpoiicte &% Guests Guests have the same access as m...
v 2 3anomunarowme ycrpoiictea &% Hyper-V Administrators Members of this group have com...
@4 Cucrema apxmeaumm AarHHbi Wir *—IIS_IUSRS Built-in group used by Internet Inf...
& Ynpaenexue gnckammn !.k Network Configuratio... Members in this group can havess...
iy CnyxBel n npunoxeHna &% Performance Log Users  Members of this group may sche...
% Performance Monitor ... Members of this group can acces...
&% Power Users Power Users are included for back...
&% Print Operators Members can administer printers ...
% RDS Endpoint Servers  Servers in this group run virtual m...
&% RDS Management Ser... Servers in this group can perform ...
&% RDS Remote Access S... Servers in this group enable users ...
.- Remote Desktop Users  Members in this group are grante...
% Remote Management... Members of this group can acces...
ék: Replicator Supports file replication in a dom...
&% Storage Replica Admi... Members of this group have com...
& System Managed Acc... Members of this group are mana...
& Users Users are prevented from making ...
< >

4. Bepllanetr 0KHO, KOTOPOE CJIEBA, HaXaTh JOOABUTH, BBINMAIET OKHO, KOTOPOE IO
cepenuHe, HaxaTh JIoMoJHUTENbHO, BRINAJET OKHO, KOTOpoe cripaBa. Haxath nounck. B
BrimagsiieM criucke BpIOpaTh TOJBKO YTO CO3IaHHOTO HOBOTO IMOJIb30BaTENs.

Boibop: “Tonbsosarent” X
Oune Buibepure ™ ovexra: — BuiGepuTe THn 0GvexTa:
[me "B crbvexm : Tmiotomme n "B p— S T
% Remote Deskdop Users lB cregyouem mecTe: B creayowesm mecte
[ecsesrF Pasmeuerve ECSEBFF
Ormcasme: | Members in this group are granted the right to logon
remotely Boemrre yviena sufupaemsix 06 bKTO (Dimepsy OSuwe sanpocs:
poBepuTs Wvera
Uneret rpynne: HEWHAETCR (
awwaeTcH
Donomwrenso K Omvena 5

0K Omvera

m PesynsTams noncxa
[SMeHEHAR UNEHCTBE B FPyNNax

e Viamse | BcTynaT s cuny nocne cnegyowero
X023 NONI0SATENA B CHCTEMY.

W Bnanke o
£ NETWORK
B2 NETWORK S
2 OWNER RIG
B REMOTE INT
82 SERVICE

82 Service assett
2 sYSTEM

£ TERMINAL S
2, This Organiza,

B user

Omera L TS Crpasxa

ECS-EBFF s
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5. I[aﬂee BBIITIAACT OKHO, KOTOPO€ 0T06pa)KCHO CIIpaBa U HAXKATb okeul. Beimager OKHO,
KOTOpOEC CJICBA.

Bei6op: "Monb3osatenn” X

Obuwe BoiGepuTe TN oGvexTa:

l"ﬂomsoaa‘rem" vnm "BetpoerHsie cyfbexTs GesonacHocm” Tunb! 06beKTos...

}) Remote Desktop Users B crneayiowem mecte:

[Ecs-EaFF Pasmeermte...

Members in this group are granted the right to logon
Oracaiaee: remotely Beemyte umena BbibipaeMbix 0GbeKToB (puMEDs|):
ECS-EBFF\user] MposepuTs uMerHa
Unesibl rpynne::
DononHuTensHo... OK Omvera

W3meHeHun uneHcTBa B rpynnax
Dot Yo BCTYNAT B CvNy NOCNE CNEAYIOLLEro
EXOA3 NONb30BATENS B CUCTEMY.

oK Omvena MpumerTs Cnpaexa

6. Brmmanmer ciemyromee okHO. [IpoBepsieM HamM4me MPaBWILHOMN TPYTIIIBI, U BCEX WICHOB
rpynmnbsl. CHavyana HaxxaTb TPUMEHUTH, nociie OK.

CsoiicTtsa: Remote Desktop Users ? x
O6uwe /
k Remote Desktop U
Orucanue: Members in this group are granted the right to logon
remotely
Ynesb! rpynnst:
& user
WamerHerna ynex a B rpynnax
Vaanfio BCTYNAT B Cuny Nodne cneayrowero

BXO43 NONL3S0OBAaTERR B cucTemMy

OK OTtmena Mpumermme Cnpasxa

JloOaBiieHHEe HOBOTO MOJIB30BATEINSI B IPYIIITY, KOTOPBIM pa3pellieH JOCTYIl OKOHUEHO.
HanbHetire HacTpoiku 1C HY)KHO BBITIOJIHATE C JIOTHH\ITAPOJIEM HOBOT'O T0JIb30BATEIIS.
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